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Internet 2 The worldwide network of
interconnected computer networks, based on
a standard communication protocol (TCP/IP).

Thing = An object not precisely identifiable.

Internet of Things (loT) = A worldwide
network of interconnected objects uniquely
addressable, based on standard
communication protocol.

The Internet

of Things
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Definition (cont.,) S

* Extending the current Internet and providing connection, communication, and inter-
networking between devices and physical objects, or "Things,".

DEVICES WE ALREADY USE DEVICES USING
CONNECTIVITY IN
NEW WAYS

— ((‘c

DEVICES PREVIOUSLY
INACTIVE, BUT NOW
INTELLIGENT COMPLETELY NEW DEVICES

https://www.capitatranslationinterpreting.com/the-internet-of-things/
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loT Vision e

* The vision of the loT is to fuse the physical and

digital worlds by bringing the different concepts —
and technical components together. Any Device

Anytime
Any Context

* Create a seamless network of billions of wireless 3"y
identifiable objects that communicate with one >
another.

Anyone

i\ The

INTERNET
O'THINGS S

Anywhere Any Business

* Crate a new ecosystem in which the devices can
be able to direct their transport, adapt to their

Any Path

respective environments, self-configure, self- Ay Batuork
maintain, self-repair as necessary.

http://iotworm.com/biggest-challenges-for-the-internet-of-things/
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e Started with connectivity among people
for sharing information.

* Led to a “flat-world” where everyone
across the world is connected.

 Advancementin cloud computing and
immersive experience led towards
universal accessibility of data.

* Combination of immersive experiences,
connectivity and advancement in
electronics further leading to Internet of
Everything (loE)

Business
and
Societal
Impact

ecac

4

Connectivity

Digitize Access

« Email
- Web Browser
« Search

(e

Networked
Economy

Digitize Business

+ E-commerce
- Digital Supply Chain
+ Collaboration

Immersive

Experiences

Digitize Interactions

- Social
= Mobility
« Cloud
- Video

Intelligent Connections

a(@ﬁ

o

i

Internet of
Everything

Digitize the World

Connecting:
- People

- Process

« Data

- Things

Source: Cisco
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[oT Market e

e As of 2015, 25 billion loT units

* Expectedto grow to 50 billion loT devices by 2020
e Revenue growth from $1.9 trillion in 2013 to $7.1 trillion in 2020

Billion 10T Connected Objects by 2020
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[oT Potential s

* Conservatively = 20 billion newly connected devices will be deployed.
211 new internet connected objects will come online every second.

* First public website went live at CERN in 1990.
* Ittook 15 years to reach 1 billion people on earth over the internet.
* |oT is looking to add 6 billion connected devices per year.

BZii?n B§1i9n 'i“i"i"i'i“ii 6.58 fn'e
* Economic impact
* New revenue streams

* Reducing costs

e Reducing time to market
* Improving supply chain

e Reducing production loss

BZ'liozn B%lgn ’ii\ii 3-47 [:] \.‘:‘o\r'?

6.8 12,5 1 1.84 ca0

Billion Billion

* |ncreasing productivity gﬁg 31918 * 0.08w
WORLD
POPULATION C%ng/lEgETSED C%}égfggsm)
PER PERSON Source: Cisco IBSG, April 2011
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World Population Growth Rate (0.9% YoY & slowing)
versus
Connected Objects Growth Rate (~20% YoY)
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Humans
* They can act both as consumers and producers of data

Smart devices

* Technological advances and reduction in the cost of
Ejnar)ufacturmg has enabled widespread adoption of smart
evices

Communication Networks

* Diverse method such as Wi-Fi, Bluetooth LE, Zigbee, ANT+, GPRS,
3G are the key denominator as they make a lot more options
available to the loT

Cloud Computing

* Scaling rapidly to meet the growing demand resulting from the
loT in terms of storage and computational power

Humans

Cloud
Computing

Smart
devices

loT

Enablers

Communication
networks
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Big Data - Enablers T

e A full 90% of all the data in the world has
been generated over the last two years.

SOURCES OF BIG DATA GROWTH HITACHI
* Sources Mesandinbards
° Phys|ca| Environment : THE DATA MULTIPLIER EFFECT
* Smartphones & wearables i MACHINES

SENSOR DATA, COMPLEX DATA

* Online presence

Proximiry Sensor

Ambient Sound Sensor

Ambient Light Sensor

Barometer

Accelerometer

Temperature/ Humidity
Sensor

Gyroscopic Sensor

M7 Motion Coprocessor

More Data with More Complex Relationships...in Real Time and At Scale
To manage, govern and analyze

Magnetometer
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Blg Data e

* |tis estimated by IDC, that by 2020 the number will reach 45 Zettabytes (ZB).

e By 2020, there will be 5,200 GB of data for every person on Earth.

* By 2020, 40% of all data will come from sensors.

Data in zettabytes (ZB)
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° ﬁ ﬁ ﬁ ? E E ! 2015 2016 207 2018 2018 2020 1024 Petabytes = 1 Exabyte

1024 Exabytes = 1 Zettabyte
http://blog.datasift.com/2014/10/08/resolving-the-big-data-paradox/
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Building Blocks of an IoT System e

o Sensing User Interface Devices
Control and Monitoring

@QE

Tablet, Smart Watch, etc.

* Connectivity

O e
) Gateways Wi-Fi A A 3G/4G
Ethernet Ethernet
loT Gateway
* Processing A RFID A A
RFID\ g2 . RFID T v | Module ,
Tag ; ZigBee*
Video [@©) Wi-Fi A :
* Software ) PP | (- S > O .
Camera. %= Wi-Fi Router v
* Power

HVAC Energy Smoke Light Light Temp/Humid
Control Meter Sensor Sensor Sensor
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Sensors — Healthy Independent Living e

* They are mainly input
components

* They sense and collect
surrounding information

e Basically three types:
e Passive, omnidirectional (e.g. mic)

©2012, Washington State University

. 1 Ambient Intelligence Agent 6 Automatic Pet Feeder 12 Lawn Moisture Sensor
[ -
PaSSIVe’ Narrow bea m Ssensor (e'g ° (Aml) Control 7 Motorized Drapes 13 Face Recognition Sensor
P I R ) 2 Light Sensor 8 Automatic Watering 14 Motion Sensors
3 Windows and Door Control 9 Mailbox Sensor 15 Door Sensors
: 4 HVAC Control 10 Driveway Sensor 16 Aml Interface with Car
[
ACt IVE Sensors ( e. g . S0Na rl ra d d rl 5 Lighting Control 11 Security System 17  Aml Interface with Smart Phone

etc.)
http://www.nibib.nih.gov/sites/default/files/SMART-HOUSE_2 DCook.jpg
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Sensors — Environmental Monitoring

Environmental
Monitor

A Satellite-borne
y Imaging device

Traffic
Monitor

Strain
Gauge
temperature , Alibiarne - All sensors reporting position
m:?nis if; , . Imaging - All connected to the web Stored
Sensors (5 = B Device - All with metadata registered Sensor
- All readable remotely Data
Air - Some controllable remotely
1 . Co;
anéi. net °, £ - Mini-  sensor
radiation™, - - rhizotron l Health
Monitor

Industrial |
Process
Monitor <

% Soil o b i
o 1l moisture, soi and temperature f
.wé?‘;?q-:‘:..‘#'“" ik t;-‘i‘.‘--.-*." ..-‘.“?‘-{;‘."u-'..‘.- il .‘.w—P}ﬁ’-r!'_-'}fm%}'

PLOE Sl

http://www.environment.ucla.edu/media/images/Figl_NIMS-Irg.gif http://www.opengeospatial.org/pub/www/files/images/SWE%200verview_0.jpg
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Sensors - Infrastructure Health Monitoring o

*Smart Building

* Sensor to detect strong wind or earthquake HoN SRS o \\\ |m g
e Shock absorbers can react to minimize the damage )\\\\\ 4 00
e Buildingcould warm other buildingto prepare for the event O 7,.3 = | @:_‘ (10
*Smart Bridge A58 - HHHE _ 7 00
* Sensors to monitor vibrations, displacement, and NIRRT @i N AN
temperature
* If problemis detected, a warming can be sent by SMS N
w2
*Smart Tunnel - .
* Sensors to monitor humidity, displacement, and ; q;p 2 ]m
temperature 7/ /
° |f pr0b|em is detected, appropriate maintenance can be KEY: Il Central computers O Wireless sensors @ Sensor nodes ..:"Mre(esssignals

carried out

www.rfwirelesssensors.com/2010/12/energy-harvesting-wirele ss-sensor-networks-for-smart-structures
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Embedded Processing Units e

* Reliance on communicationto create
cohesion between the physical and the
technological realms places importance on
the microprocessors and/or microcontrollers.

* Used either to allow objects sense their
surroundings, or exchange data with other
systems, or interact with the cloud, they are
integral in an loT system.

* Given the changing nature of the landscape,
microprocessors that are low power, cost-
effective and leave a smaller imprint will be
those that are favored within the loT.
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Embedded Processing Units e

e Selection Criteria
* Physical size

* Power management

* Interface requirements

* Performance requirements

e Security needs

e Safety and fault tolerance

* Debugging capabilities

* Cost

e Architecture (x86, ARM, etc.,)
* Feedback required
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Communications R

* The Role of Communications
* Providing a data link between two nodes

* Communication type:
* Wireline (e.g. copper wires, optical fibers)

* Wireless (e.g. RF, IR). RF-based communication is the most popular choice ea

* Popular RF-based communication solutions:
 |EEE 802.15.4 Bluetooth
e |EEE 802.11 (or Wi-Fi) 7~ ~.

* Bluetooth K X

* Near Field Communication (NFC), e.g. RFID

Z,

LigBee
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Communications - Current Wireless Landscape R

e Each protocolis targeted at different
types of applications.

W-WAN

* |In addition to these protocols, there are
also a number of different license-free
frequencies, such as 900 MHz, 2.4 GHz

and 5.8 Ghz, used as the carriers for

Power consumption
Cost / complexity

D

these signals.
. Qutdoors
WiMedia
* Each frequency has its advantages and B -~ . S—
challenges regarding distance and
b an d W|dt h http://www.controlglobal.com/articles/2013/verhappen-wireless/
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Networks e

* The Roles of Networks
* Managing nodes (discovery, join, leave, etc).
* Relaying data packets from the source to the destination node in the network.

* Networks are a distributed system. All nodes need to perform networking related tasks.

* RF-based Network in loT is usually a Wireless Multi-hop Network.
* Wireless Sensor Networks (WSNs)

* Mobile Wireless Ad hoc Networks (MANETSs)
* Wireless Mesh Networks (WMNs)
e Vehicular Ad Hoc Networks (VANETSs)

* Main concern: Reliability & Performance

http://www.psemi.com/markets/industrial/internet-of-things
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Data Management on Cloud e

Data management applications are
potential candidates for deployment
in the cloud

Industry: enterprise database
system have significant up-front cost
that includes both hardware and
software costs

Device
Management

Academia: manage, process and
share mass-produced data in the '\ Data Visualization Service

: \ Y
cloud S . /z\\/
N
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Microsoft Azure - IoT Sensor Data Platform R

Event Ingestor Transformation Long-term Presentation
producers (broker) storage and action

y Weby/thick client

—_—

B
= =
B
(custom protocols)

Search and query
Stream
Cloud gateways

. = processing
Diiieas (web APIs) L e \ Azure storage E
— * Storage Data analytics (Excel)
IP-capable devices adapters
(Windows/Linux)

Low-power » Field
devices (RTOS) ‘ gateways

N

dashboards
Legacy IOT 4 - Azure DBs

Devices to take action

https://dzone.com/articles/pushing-realtime-sensors-data-into-asa-visualize-i
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 Code Generator with scalable, fault-tolerant
environment for running and managing code snippets.

e Several APIs available to interface with diverse range of
devices and applications

e Arduino Yun & Arduino Uno
 TICC3200

* Facebook

* Twitter

* Gmail

* Google Sheets

e Caninterface with databases and devices to create
custom processes

* Educational plan available for easy integration into
classroom

Yin 43%

Q QDO Temboo

Platform

71N

Over 100 APIs
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Services - loT & M2M o

 Code Generator with scalable, fault-
tolerant environment for running and
managing code snippets

u = o "ﬁ)rcc'
- ¥ GROK
translate ‘o5 3 w TEIE o
* Dynamic collaboration & system B @ witio in orACLE @
d d m | N |St ratiO N Cloud Services Business Services
'r]‘ﬂlg_l',\
H . i SIGFOX ihalil
* Has connectivity to broad range of services Se;]gex n coRorEeH (|
and devices iy Pachube o
| | R 2) Gwyless Axeds
e Business Enterprise Systems (Oracle, SAP) = 7
. ] ] ] loT Device Clouds E — T G P M2M Device
 Memory intensive computational devices E s @ Clouds
(Raspberry Pi, Intel Edison) E

http://www.slideshare.net/marklittlewood/thingworx

* Big Data Analytics
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Services - loT e

 Web-based service that allows users to create chains of if
simple conditional statements. il ;*:
® Example Remind yourselzto put Download new Gﬁ;: En emailifthere
. . . .. on sunscreen wnen I'k t Wi e rain in yOUI’
* Sending an email if a condition evaluates to true the UIndexishigh ol VRS area tomorrow

* Tweet using a certain hashtag i wer b o @sw |, oo @25

* Can integrate with diverse services
* Blogging — Blogger, Tumblr, Weebly

° BUSIneSS - LlnkEC“n, Sq ua re, StOCkS Every day at 6 AM, Never miss :?Fecely{?a;vaaﬂ:e?ré%pfh:via
. . add today's weather breaking nettcation at £ :

* Commerce — Craigslist, Home Depot reporttomy calendar 4 i olooy news

* Connected Home — D-Link, Amazon Alexa, Nest Thermostat, = b was || b e b e

Wemo devices (coffeemaker, heater, humidifier,)

if
 Mobile — Android Phone call, photos, SMS N 23 e e
* Productivity — Google Drive, Dropbox, OneNote, Evernote e
Receive an :mail with ::r?;g::;:r:i;i:i}-?tt.com - Discover Weekly
e Easy to integrate with hardware devices St parked IO || g e fstinchment Archive
d33 W by d 26k W 749 5 i 15k W

https://ifttt.com/recipes
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[oT Challenges - Big Data T

* Data privacy, governance, and compliance issues

* Data complexity

. = ;
* Defining what Big data is and how can it help the business & / [ /s . ol I
o (e . [
B ™ - |/ &
i
* Integrating legacy system with big data technology d‘go > 7""A».

)

CJ./‘\ \ T

)

‘ - ..l ....
" m

https://jaxenter.com/actian-112215.html

g
* Lack of big data skills (internally, or ability to hire) ..

* The cost of big data tools
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[oT Challenges - Security e

* Usable Security

* How do we make security solutions usable,
scalable, manageable and non-intrusive? ATTACK

TAKECONTROL  STEALINFORMATION | DISRUPT SERVICE

* Privacy

* How we do we make users feel comfortable
using network services?

e |nfrastructure & Service Protection

e Technical security solutions for the
networked society’s “threat landscape”

www.pubnub.com/blog /2015-05-04-10-challenges-securing-iot-communications-iot-security/
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* |nternational bandwidth availability has
SOd red Used International Bandwidth, 2002-2020

* From 1.4 Tbpsin 2002, it steadily climbed
to 6.7 Tbps in 2006 and has now reached
92.1 Tbps.

* TeleGeography expects that number to hit
606.6 Tbpsin 2018 and 1,103.3 Tbps in
2020. I
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[0oT Challenges - Complexity T

* The maintenance of central control over all

the resources, goals and behaviors becomes
complex to manage.

 Adding the new opportunities and features
of social, mobile, big-data, poly-analytics
and cloud, the complexity starts increasing
faster than ones ability to manage it
centrally.

* There will be 6.4 billion connected things in
use during 2016, a 30% increase on the
previous year.
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Smart
Grid

Remote Appliance
Avoidance

“Smart

Smart

Parking

Homes

BLDG
Automation

Air Quality
Control

Smart
Energy

Sensing

Smart
Lighting

Pedestrian
Navigation

Smart
Cars 7

M2M

Smart
Tags

Auto
Safety

Supply Chain
Automation

Smart
Health

Connectivity;

Accelerometer MCU NFC GPS
Mognetometer MPU 6LoPAN BT/BTLE
Gyroscope Hybrid MCU/MPU Sub-Gig  Wi-Fi®

Pressure Network Processor ZigBee® RFID
Altimeter Cellular

Temperature etc.

Applications

Software

Technology
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[oT Applications - Infrastructure e

* Improving infrastructure

* Creating more efficient and cost effective

municipal services

20

daijnel

* Enhancing public transportation

* Reducing traffic congestion

* Keeping citizens safe and more engaged

in the community.



Footprint of wireless
access infrastructure

\‘ V2v

5 | O <+ — — —» V2I
: 2>l < —-> V2R

[fig information 3 o R » V2§

Source: Connected Vehicles: Solutions and Challenges
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[oT Applications - Healthcare

Patient monitoring and diagnostics
I Otawa | g Ultimately Everyone on The Care Team
. 4} Will be Connected
Information and data transfer, storage, . Ward Clerk
Dlsth::;ged Appointment -
Housekeeping Py a— l:}-,; Se((:::'lgigry

and collaboration

Bed Ready Follow up
. - Notification / Appointment
Intelligent healthcare devices and tools At o
(smart wheelchair, RFID, sensors) L Discharge.
| 7-’ stimate-dT)a of . T
E y ~
. 3\ DiscFarge Discharge 7
Connected emergency units, response S criteria Patient 2
Consan \ % Therapist

request
vehicles, and hospitals N\ . \dl Rl ¢ -—'A%rvu-ge %‘9\»\‘/

=\ j Social ?
- Worker ~— ) M- =
Consultant A= — Utm CCAC
Form Medical == o= Coordinator
\ request Student e —- /
et =
E-Referral
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[oT Applications - Smart World e

Libelium Smart World

according to climate conditions and
unexpected events lke accicents ar

Smartphones Detectio Electromagnetic Levels traffic jams.

7 R Detect iProne and Android devices and in Measurement of the energy radiated H i
Air Pollution gereral any deviee which works with Wifi ar by cell stations and WiFi routers, Smart nghtlng
Control of CO, emissions of factories, pollution Bluetoath interfaces, Intelligent and weather adaptive lighting

emitted by cars and toxic gases generatad in in street lights.

farms. Traffic Congestion

Intelligent Shopping

Gelling acvices in the poinl of sale
accorcing to customer habits, preferences,
presence of allergic compenents for them
or expiring dates

Access control to restricted areas and detection Monitoring of vehicles and pedestrian
of people ' non-autharized areas sifluence to aptimize driving and walking
reutes

Forest Fire Detection

Moritoring of cambustion gases and preemptive
fire conditions lo define alert zones

Distributed measurement of radiation levels "
n nuclear power siations surroundings to Noise Urban Maps

generate leakage alerts.

Wine Quality Enhancing
Monitoring sail moisture and trunk diamster
in vineyards ta control the amount of sugar in
grapes and grapevine health,

und manitoring in bar areas and
niric zones In real time

Dffspring Care

Control of growing conditions of the offsaring in
animal farms to ensure its survival and health.

Sportsmen Care

Vital signs ranitaring in high performance
centers and fields.

Structural Health

Maritoring of vibrations and material conditio
in buildings, bridges and histarical monuments.

Water Leakages

Detection of liquid preserce outside tanks
and pressure variations alang pipes.

Vehicle Auto-diagnosis

Waste Management Information collection from CanBus to

Detecticn of rubbish levels in cantainers senc resl time alarms to emergencies
ta optimize the trash collection routes. or provide advice to drivers.

Smart Parking Item Location

Search of individual itemns in big surfaces
like warshouses or harbours

Monitoring of parking spaces availzbility
inthe city.

Quality of Shipment Conditions Water Quality Golf Courses "k
Study of water suitability in rivers and the Selective irrigation in dry 2ones to = § i
sea for fauna and eligibility for drinkable reduce the water rescurces recuired in ll bell un

use. the green

Monitaring of winrations, strokes, conta ner operings
or cold chain maintenance for insurance purposes
www.libelium.com




